










CONCLUSION
Cybersecurity Risks in AI-Driven Aviation Systems
AI-driven aviation systems face multiple cybersecurity risks, including 
data manipulation, privacy breaches, biased outcomes, insecure output 
handling, supply chain attacks, and AI-targeted cyberattacks. Mitigation 
requires robust security measures, real-time monitoring, explainable AI, 
and human oversight to maintain safety and system integrity.

Effects on training
In the future, pilots may need to combine traditional technical 
knowledge with the ability to work effectively use AI systems, while 
maintaining critical thinking, decision-making, and intuitive skills despite 
high automation. Also, where AI tools are used to support training , they 
must remain transparent, unbiased, privacy-protected, and accompanied 
by comprehensive instruction to ensure proper human oversight. Pilot 
performance evaluation should only ever be decided by trained pilots.

Control and Accountability in AI-Driven Aviation
As AI becomes more integrated into aviation, humans should retain 
executive control and accountability, with AI serving only as a support 
tool. Transparent, explainable AI, rigorous regulation, and continuous 
monitoring will be essential to ensure safety, allow human oversight, and 
maintain clear lines of responsibility.

AI in Flight Data Monitoring (FDM)
AI can enhance Flight Data Monitoring by efficiently detecting patterns, 
anomalies, and safety risks in large datasets. However, human oversight 
remains essential, as experienced personnel must interpret findings to 
ensure accurate context and actionable insights.


